
Attempted Purchasing Card fraud email 

Please see below example of an attempted Purchasing card fraud email. 

Craig Oliver 

Newcastle University 

21/08/2015 11:16:03 

0 Like(s) 

Hi All, 

A Newcastle University Purchasing Card holder received the following message, which is a 
fraudulent e-mail, and should be deleted; please do not click on the ‘Cancellation’ option. We 
will be making our card provider, Procurement, IT team and all other cardholders aware. 

Just to note, another colleague who is not a cardholder received the same message, so this may 
not be restricted just to Purchasing Cards. 

Regards 

Craig Oliver 

Newcastle University 

From: AppStore [mailto:app@spriderstores.ro]  
Sent: 19 August 2015 23:53 
To: Subject: SP? {Spam?} Your receipt No.170041322511 

Thank you for buying the following product: 

Product Name:ROUTE 66 NAVIGATE 

Order Number: RYUIO28DIOLDS9 
Receipt Date: 19/08/2015 

Order total: 32.99 

If you did not authorize this purchase, please visit the iStoreCancellationForm within the next 12 
hours in order to cancel the payment. 

You can find the iStore Terms of Sale and Sales Policies by launching your iStore application and 
clicking on Terms of Sale or Sales Policies. 
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